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Abstract

Molecular genetic analysis is a very reliable and effective means of evidence because it enables
the identification of perpetrators of criminal acts, victims and close relatives. DNA analysis
consists of a series of related procedures such as DNA extraction and analysis, storage of data
obtained through DNA analysis and future use of the obtained data. It is a type of expert
examination whose primary purpose is to detect, prove and prevent criminal acts, but whose
violation may lead to restrictions or violations of fundamental human rights and freedoms of
individuals, but ultimately to the release of wrongly convicted persons. Identification of a person
based on DNA expert examination is considered the most effective technique for identifying a
person, i.e. suspects, based on biological material left at the scene of a criminal act and is
indispensable in solving and proving a large number of criminal acts. Forensic DNA technology
is used to analyze DNA profiles that usually originate from human DNA samples. These samples
can be collected from crime scenes or from the bodies of suspects or victims, and the DNA profiles
are then compared with previously stored profiles in a DNA database to identify matches.
However, DNA analysis data are genetic data which, under Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016 on the protection of individuals with
regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC, fall into the category of personal data concerning a person's health and as such

are prohibited from being processed except in the cases provided for in the Regulation.
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Furthermore, the collection of data from DNA samples without the consent of the suspect or
another person infringes the right to physical integrity, and the retention and storage of such data
infringes the right to respect for private and family home under Article 8 of the (European)
Convention for the Protection of Human Rights and Fundamental Freedoms. On the other hand,
given the increasing prevalence of artificial intelligence in all social spheres, including in the field
of criminal law and justice, its ability to use data and algorithms may pose a certain risk to the
genetic information contained in DNA samples. Unauthorized access or misuse of DNA samples
may threaten the right to privacy of an individual, which is why it is necessary to establish
normative and security measures to ensure that such genetic data are used only for specific
purposes and are stored securely. In this paper, the author seeks to determine the limits of
permissibility and the content of the rights covered by the use of DNA analysis as evidence, and
in particular the Convention right to the protection of private and family home and the protection
of personal data obtained from samples of biological material. The aim is to analyze how to ensure
the protection of the forensic use of DNA for the administration of justice and the protection of

human rights as two interdependent social interests.
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1. Introduction

Human rights and freedoms, as the highest legal goods, enjoy criminal law protection in
all legal systems. In criminal proceedings, regardless of the merits of the case, the question of
violation of certain rights and freedoms guaranteed by the (European) Convention for the
Protection of Human Rights and Fundamental Freedoms (hereinafter: the Convention)? often
arises, either as a consequence of the implementation of a certain procedural action or as a matter
in itself. The very nature of criminal procedure involves actions that restrict human rights and
freedoms, such as arrest, although such restrictions are considered lawful because they serve the

protection of the legal order, public peace, and order. Moreover, certain procedural evidentiary
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actions prescribed by the Criminal Procedure Act (hereinafter: CPA)? also restrict individual
human rights, such as the right to respect for private and family life under Article 8(1) of the
Convention. Privacy, as a fundamental human right, is recognized in the Universal Declaration of
Human Rights*, the International Covenant on Civil and Political Rights®, and many other national
constitutions by which countries explicitly acknowledge the right to privacy. A key issue related
to the potential violation of this right is the use of molecular genetic analysis as evidence in
criminal proceedings, as it contains highly sensitive personal information about individuals. This
is particularly relevant because the samples collected from the crime scene are stored and kept in
a DNA database, which is susceptible to misuse. According to the CPA, molecular genetic analysis
is defined as a procedure for analyzing DNA, the basic genetic material of humans and other living
beings.® Such genetic data, under Regulation (EU) 2016/679 of the European Parliament and
Council of 27 April 2016 on the protection of individuals with regard to the processing of personal
data and on the free movement of such data (hereinafter: the Regulation)’, are considered
"personal data relating to the inherited or acquired genetic characteristics of an individual which
provide unique information about the physiology or health of that individual and which are
obtained in particular from the analysis of a biological sample from the individual in question.”
These are data that are highly sensitive and fundamentally different from other types of health data.
This is because genetic (predictive) tests reveal information not only about the individual but also
about their genetic relatives. The information obtained from genetic tests can predict future health
risks for healthy individuals and may also reveal current and future health data about the biological
relatives of the tested individual in ways that no other medical information can.® Furthermore,

innovations and developments in forensic DNA analysis have led to the use of new techniques to
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identify perpetrators of criminal acts using forensic DNA phenotyping. This refers to a set of
techniques aimed at determining externally visible human physical characteristics—such as eye,
hair, and skin color—and continental biogeographic ancestry of suspects based on the analysis of

biological materials collected at crime scenes.!”
I1. Overview of Sources for the Protection of Data from Molecular Genetic Analysis

In discussions about the human genome and human rights, genetic information holds a
special place because of its highly sensitive nature. Information obtained from genetic tests can
predict future health risks for healthy individuals and can also reveal current and future health data
of biological relatives of the tested individuals in ways that no medical information can.!! Data
from DNA analysis are genetic data which, under the Regulation, fall into the category of personal
health data and are therefore prohibited from being processed, except in cases prescribed by the
Regulation. The Regulation was preceded by the Council of Europe Convention of 28 January
1981 for the Protection of Individuals with regard to Automatic Processing of Personal Data
(hereinafter: the 1981 Convention)!2, which was the first legally binding international instrument
in the field of data protection. According to it, data related to health belong to a special category
of personal data.'* Furthermore, the 1981 Convention prescribes that personal data subject to
automatic processing must be: b) stored for specified and legitimate purposes and not used in a
way that is incompatible with those purposes; c) adequate, relevant, and not excessive in relation
to the purposes for which they are stored; e) retained in a form which permits identification of data
subjects for no longer than is necessary for the purposes for which the data are stored.'* Although
the Convention does not contain a provision specifically on the protection of personal data,
according to the case law of the European Court of Human Rights (hereinafter: ECtHR), collecting

data from DNA samples without the consent of a suspect or other individual constitutes an

10 Machado, H., Silva, S., What influences public views on forensic DNA testing in the criminal field? A scoping
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interference with the right to bodily integrity, and the retention and storage of such data violates
the right to respect for private and family life under Article 8 of the Convention. Regulations
protecting personal data collected for the purpose of molecular genetic analysis can be divided into

two categories: international legal instruments and domestic legal provisions.!>

Among the most important documents governing genetic data and information, in addition
to those mentioned above, is the Universal Declaration on the Human Genome and Human Rights
of 11 November 1997 (hereinafter: the 1997 Declaration).!® This document defines the human
genome as the basis of the fundamental unity of all members of the human family, as well as the
recognition of their inherent dignity and diversity. Symbolically, the genome represents the
heritage of humanity.!” On the other hand, the International Declaration on Human Genetic Data
from 2003 (hereinafter: the 2003 Declaration)'® defines human genetic data as data on the
hereditary characteristics of individuals obtained through the analysis of nucleic acids or other
scientific analyses.!” It also stipulates that such data must be destroyed when they are no longer
needed, except where otherwise provided by domestic law in accordance with international human
rights law.?® Another important document is the Universal Declaration on Bioethics and Human
Rights of 19 October 2005 (hereinafter: the 2005 Declaration)?!, which aims to promote respect
for human dignity and the protection of human rights.?? It emphasizes the need to respect
individuals' privacy and the confidentiality of their personal information. Such information should,
to the greatest extent possible, not be used or disclosed for purposes other than those for which it
was collected or for which consent has been obtained, in accordance with international law, and

particularly international human rights law.?*

One specific purpose for which genetic information is used is DNA analysis as evidence

in criminal proceedings. Biological samples collected from crime scenes or other locations
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containing traces of a criminal act are compared with samples taken from the accused, the victim,
or another individual—either to establish identity or to match traces or samples with results of
molecular genetic testing conducted in accordance with the law.2* To allow for the use of molecular
genetic analysis in criminal proceedings at the level of the Council of Europe, Recommendation
No. R(92)1 on the Use of Analysis of Deoxyribonucleic Acid (DNA) within the Framework of the
Criminal Justice System, adopted on 10 February 1992 (hereinafter: the Recommendation)?, was
issued. The Recommendation provides that member states should strive for standardization of
DNA analysis at both national and international levels through mutual cooperation, and that
international exchange of DNA analysis results should be conducted only between states that

accept and implement the conditions outlined in the Recommendation.?¢

As for domestic legal provisions, the protection of data from molecular genetic analysis
primarily derives from the CPA, which forms the basis for collecting biological samples from
crime scenes or other relevant locations. In addition, the CPA prescribes retention periods
depending on whether the person is convicted, the proceedings are dismissed, or the person is
acquitted. The method of collecting samples is regulated by the Ordinance on the Manner of

Taking Biological Material Samples and Conducting Molecular Genetic Analysis.?’

ITI. Limits of Admissibility for the Use of Data from Molecular Genetic Analysis

Genetics, as a science, provides very reliable sources of truth, especially in disputes
concerning human identity. Some authors even claim that genetics as a science produces truthful
facts about human identity and that determining the truth in matters of identity is equivalent to

ensuring justice.?® This reliability of data is particularly important for detecting and prosecuting

24 Art. 327. para. 1. CPA
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primjene rjeSenja Europskog suda za ljudska prava, Radovi s Pete medunarodne naucne konferencije “Pravni i
ekonomski aspekti procesa integracije Bosne i Hercegovine u Evropsku uniju”, Revija za pravo i ekonomiju, Godina
24., broj 2., Mostar, 2023, pp. 267.
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120/2014
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perpetrators of criminal acts, and it can be said that molecular genetic analysis is a highly effective
evidentiary procedure in criminal proceedings because it enables the identification of a potential
perpetrator, victim, or other relevant person.?’ However, due to their specific nature, data obtained
from molecular genetic analysis are susceptible to various forms of misuse and therefore require a
high level of protection. Molecular genetic analysis consists of a series of connected procedures,
including the collection, processing, storage, and retention of data obtained from biological
samples found at the scene of a criminal act. Each of these procedures raises certain ethical
questions. From a criminal law perspective, an especially important issue is the retention of data
from biological samples depending on the outcome of the criminal proceedings. This was
addressed in the precedent-setting case of S. and M. Marper v. the United Kingdom before the
European Court of Human Rights (ECtHR).?° In that case, the ECtHR found a violation of the
right to respect for private and family life under Article 8 of the Convention regarding the retention
of DNA samples after acquittal or termination of criminal proceedings against the applicants. S.,
after being acquitted, and M. Marper, whose proceedings were formally discontinued, argued that
the retention of their DNA samples and profiles interfered with their right to respect for private
life, as such sensitive information was linked to their personal identity. They also claimed there
were insufficient procedural safeguards to protect against the misuse or abuse of the data. This was
particularly concerning because the records in the National Police Computer System were not only
accessible to the police but also to bodies cooperating with the police. They emphasized that
retaining such records stigmatizes acquitted individuals by implying that they are not entirely
innocent. Their claim was rejected by the Administrative Court and subsequently by the House of
Lords. Lord Steyn concluded that the mere retention of fingerprints and DNA samples does not
interfere with private life and that it is proportionate to the aim pursued, citing five supporting
factors: 1) Fingerprints and DNA samples were retained only for the limited purpose of detection,
investigation, and prosecution of crime; 2) Fingerprints and DNA samples are useless without a
corresponding match from a crime scene; 3) Fingerprints are not publicly accessible; 4) The
untrained eye cannot identify a person based on the sample; 5) Expanding the database provides

significant advantages in the fight against serious crime. What is specific in this case are the

2 Data from molecular genetic analysis began to be used in 1985. Pavisi¢, B., Modly, D., Vei¢, P., Kriminalistika,
Knjiga I, Golden-marketing-Tehnicka knjiga, Zagreb, 2006, pp. 567.
30 Case S. and M. Marper v. the United Kingdom, No. 30562/04 of 4 December 2008.



provisions of UK domestic law, which makes the issue of privacy protection particularly relevant.
The ECtHR held that although fingerprints reveal less personal information than DNA samples,
the general and indiscriminate power to retain fingerprints, cell samples, and DNA profiles of
individuals suspected but not convicted of crimes does not strike a fair balance between competing
public and private interests and constitutes a violation of the right to respect for private and family

life.’!

One of the most important issues concerning the effective use of DNA samples in criminal
proceedings is the existence of an efficient DNA database. Many factors influence the creation of
such a database, but most importantly, the legislation and its restrictions on the use of these
databases.’? Even if laboratory quality is excellent and processing times are short, inadequate
legislation can severely limit the potential of DNA databases.?* The primary function of a forensic
DNA database is to generate matches between individual profiles and samples found at crime
scenes, which requires constant input of both types of data. Approximately 69 countries currently
have a national DNA database, while others are expanding or establishing them in at least 34
countries. In society, there is ongoing debate about the use of DNA samples in the criminal justice
system. One group of authors sees it as a valuable tool for enhancing efficiency in fighting crime,
aiding in prevention, and deterring criminal activity. On the other hand, there are potential threats
to civil liberties—especially regarding the storage of profiles in computer databases functioning
as forensic DNA repositories—which may endanger a wide range of human rights, particularly
freedom, autonomy, privacy, informed consent**, moral and physical integrity, and the
presumption of innocence. Other risks noted in the literature regarding forensic DNA testing
include: social stigmatization and racial stereotyping due to the overrepresentation of specific

social and ethnic groups in DNA databases; concerns that data processing may link individuals or

groups to specific characteristics or criminal behavior, potentially leading to discrimination;

31 Pili¢, M., op.cit., pp. 279-280.

32 See an overview of DNA databases in 22 European countries: Santos, F., Machado, H., Silva, S., Forensic DNA
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13.

33 Asplen, C., Medunarodna praksa glede DNA-baza podataka, pp. 210. in: Primorac, D. et.al, Analiza DNA u sudskoj
medicini i pravosudu, Medicinska naklada, Zagreb, 2008., pp. 210.

34 With fully informed consent obtained, the collection and storage of DNA data is no longer unethical. Parven, K.,
Forensic Use of DNA Information v Human Rights and Privacy Challenges, University of Western Sydney Law
Review Vol 17:41, 2013, pp. 48.



misidentification and wrongful convictions stemming from incorrect interpretations of DNA

profile information.

Additionally, there are several problematic issues related to transnational DNA data exchange in
the context of police and judicial cooperation. These include: lack of transparency in the use of
DNA data; risk of false positives; lack of standardization in DNA analysis across countries;
insufficient ethical oversight of cross-border law enforcement data exchange; potential violations

of data protection regulations.>”

3.1. Scope of Protection of the Right to Respect for Private and Family Life from the

Perspective of the European Court of Human Rights

In analyzing the right to respect for private and family life, the concept of "private life" is
very broad and may encompass multiple aspects of a person’s physical and social identity (such
as name, photograph, physical and moral integrity, etc.). On the one hand, there is a legal basis
and consensus for collecting and storing biological data for specific legitimate purposes. On the
other hand, such collection and retention of private data falls within the scope of the term "private
life" as interpreted by the European Court of Human Rights (ECtHR). When assessing whether
the personal data retained by authorities involve any aspect of private life, the ECtHR examines
the reasons and purposes for which the data was recorded and stored, the nature of the records, the
manner in which they are used and processed, and the potential outcomes that may result. This
was confirmed in the landmark case of S. and Marper v. the United Kingdom. Although a DNA
profile contains a significant amount of unique personal data, the ECtHR takes into account the
nature of the data in question to determine the margin of appreciation afforded to states.’®
Application of Article 8 of the Convention to molecular genetic data may occur in several contexts:
when the DNA profile, fingerprints, and photograph of a convicted person are taken and retained

indefinitely;*” when fingerprints and descriptions are taken from a repeat offender and kept for

35 Machado, H., Silva, S., op.cit., pp. 2.

36 Vodi¢ kroz 8. €lanak Europske konvencije o ljudskim pravima - Pravo na postovanje privatnog i obiteljskog Zivota,
Europski sud za ljudska prava, 2020, pp. 40.

37 As in the case of Gaughran v. the United Kingdom, No. 45245/15 of 13 February 2020, paras. 63-70. See: Pili¢, M.,
op.cit., pp. 280-281.



8 when there is a lack of safeguards for the collection, retention, and deletion of

five years;’
fingerprint records for individuals suspected—but not convicted—of a criminal offense.®
Regarding the use of modern scientific techniques in the criminal justice system, the ECtHR has
concluded that the protection guaranteed by Article 8 of the Convention would be unacceptably
undermined if such techniques were allowed without careful balancing of the potential benefits of
their broad application against the important interests of private life.** The judgment in S. and
Marper found that general and indiscriminate collection of criminal records-related data
constitutes a violation of Article 8(1) of the Convention, especially in the absence of clear and
detailed legal provisions specifying the applicable safeguards. These provisions must govern,
among other things, the conditions under which data can be collected, the duration of data
retention, the purposes for which data may be used, and the conditions under which data must be
destroyed. Thus, for the collection and retention of cellular samples in criminal investigations to
be justified under Article 8(2) of the Convention, the action must be: “In accordance with the law”;
pursue one or more legitimate aims listed in that paragraph, and be “necessary in a democratic
society” to achieve that aim. The ECtHR’s case law reflects different viewpoints but consistently
emphasizes the same principle regardless of differing decisions in individual cases. In addition
to S. and Marper v. the United Kingdom, other important cases where the taking and retention of
DNA samples constituted an interference with the right to private and family life
include Gaughran v. the United Kingdom and Van der Velden v. the Netherlands. However, there
are also cases in which the collection and retention of DNA profiles of convicted persons for use
in potential future criminal proceedings did not constitute a violation of Article 8 of the
Convention.! The ECtHR’s jurisdiction also highlights the importance of having a national
normative framework that allows individuals to request the deletion of data related to them if
retention is no longer deemed necessary in light of the nature of the criminal offense. Primarily,
this concerns provisions of the Criminal Procedure Act, which form the basis for these evidentiary
actions. They must be restrictive and specific in order to ensure the proper application of DNA

analysis. The Croatian CPA prescribes retention periods: for a defendant later lawfully convicted

38 Thus, in the case of PN. v. Germany, No. 74440/17 of 11 June 2020, paragraphs 59-60; Vodi¢, op.cit., pp. 41.

39 Thus, in the case of M.K. v. France, No. 19522/09 of 18 April 2013; Vodig, loc.cit.

40 Case S. and M. v. the United Kingdom, § 112.

41 Case Antonio Peruzzo v. Germany and Uwe Martnes v. Germany, Nos. 7841/08 and 57900/12 of 4 June 2013; Vodig,
op.cit.



in criminal proceedings, data collected via molecular genetic analysis are retained for twenty years
after the conclusion of the proceedings. Exceptionally, for offenses punishable by a prison sentence
of ten years or more, or for sexual offenses punishable by more than five years of imprisonment,
data may be retained for up to forty years after the conclusion of proceedings.*? If the defendant is
later acquitted, the proceedings are dismissed, or the indictment is rejected, the biological data is
retained for ten years from the end of the proceedings.** DNA analysis data collected at the scene

that are not matched to a specific individual are retained permanently.**
3.2. Protection of Personal Data from Molecular Genetic Analysis Samples

The protection of personal data also falls within the scope of Article 8 of the Convention,
as interpreted by the ECtHR.* The use and disclosure of information related to an individual’s
private life, particularly when stored in a secret registry, is considered an interference under Article
8(1) of the Convention. The ECtHR has repeatedly emphasized the importance of implementing
appropriate safeguards to prevent any use of personal data that is incompatible with the guarantees
of the right to respect for private and family life. Moreover, the need for protective measures is
even greater in cases where the data is processed automatically, including for police purposes.*®
Data derived from molecular genetic analysis contains highly sensitive information about
individuals and, due to the nature of automatic processing, requires particularly careful and legally
regulated handling. The expansion of DNA databases is often promoted as a means of achieving
faster and more effective identification of criminal offenders.*” At the same time, however, the
growing volume of genetic data becomes an increasingly attractive target for misuse—not only by
human actors but also through digital algorithms that process large quantities of data. Nowadays,

tools for tracking and profiling individuals convicted even of minor offenses are used routinely.

42 Art. 327.a, paragraph 2 of the CPA

43 Art. 327.a, paragraph 3 of the CPA

4 Art. 327.a, paragraph 5 of the CPA

4 Ibid, p. 42. Case Satakunnan Markkinapéorssi Oy and Satamedia Oy v. Finland, No. 931/13 of 27 June 2017, para.
133.

46 When applying DNA profiling techniques in criminal justice, it must be ensured that the right to privacy is not
compromised in the process. Singh, D., DNA Profiling and Human Right: Issue and Challenges for Application in
Administration of Criminal Justice, ILI Law Review Summer Issue 2022, pp. 165.

47 In the United States, for example, the federal government and all fifty states have created permanent databases of
DNA from an increasing number of categories of individuals and subjected these collections to regular searches.,
Gruber, J., Forensic Genetics: A Global Human Rights Challenge, Open Society Foundation, 2012, available at:
https://www.opensocietyfoundations.org/voices/forensic-genetics-a-global-human-rights-challenge




Data collection practices are increasingly moving toward the permanent retention of both
biological samples and the profiles of individuals who have been arrested, even if never convicted
of a crime. As forensic DNA databases expand, a startling range of techniques has emerged,
enabling laboratory technicians to extract information from DNA that goes far beyond mere
identification. This gives law enforcement unprecedented access to the private lives of innocent
individuals through their genetic information—often without a court order or individualized
suspicion.Some of these techniques include: matching partial DNA samples from crime scenes to
database profiles to generate lists of potential suspects based on familial relationships; creating
probability profiles (including, but not limited to, race) of perpetrators based on DNA collected
from crime scenes; covert collection and analysis of DNA remnants from objects such as cigarette
butts and coffee cups; building local “offline” forensic DNA databases; plea bargains or deals in
which charges for minor offenses are dropped in exchange for “voluntary” entry into the DNA
database. Many of the systemic issues facing criminal justice systems are reflected in these
practices, including racial disparities in arrests and convictions. For example, while African
Americans make up only 12% of the U.S. population, their profiles represent 40% of the federal
DNA database (CODIS). Globally, DNA databases differ significantly in terms of access, consent
requirements, and retention of biological samples and the digital profiles created from them.
Nevertheless, they all share a common flaw: insufficient protection for privacy and human rights.
Efforts to facilitate the cross-border exchange of DNA data between countries have also grown
rapidly, often occurring with minimal oversight.*® In addition, familial searches in DNA databases
have come under criticism, raising concerns not only for the individuals directly tested but also for
many family members who become entangled in broader criminal investigations, including
innocent people who may suffer life-altering consequences simply due to suspicion.*” For
example, in 2017, the New York State Division of Criminal Justice Services softened its policy on

familial searching. Such searches were allowed but only under specific circumstances and during

8 Ibid.

4 On familial searches, see: Maguire, C.N., McCallum, L.A., Storey, C., Whitaker, J.P., Familial searching: A
specialist forensic DNA profiling service utilizing the National DNA Database to identify unknown offenders via their
relatives—The UK experience, Forensic Science International: Genetics 8 (2014), p. 1-9.



the review phase. This change was supported by district attorneys as well as by the father of a

murder victim who publicly advocated for expanding DNA search capabilities.>
3.3. (Mis)use of Artificial Intelligence in the Use of Molecular Genetic Data

A particularly sensitive issue related to the use of molecular genetic data in criminal justice
is the application of modern scientific technologies, such as artificial intelligence (AI), which is
considered one of the strategic technologies of the 21st century. It offers significant gains in
efficiency, accuracy, and practicality, thereby contributing positively to the European economy.>!
When it comes to molecular genetic data that are automatically processed and entered into forensic
DNA databases, artificial intelligence may have multiple implications. On a global level, there is
no universally accepted definition of artificial intelligence. However, what is known is that Al
operates based on algorithms designed to process large quantities of data to achieve specific goals.
When using the term "algorithm" in the context of human rights and its implications, it is important
to consider not only established definitions but also the broad application of the term, which can
vary depending on the context. One definition suggests that algorithms are not necessarily
software-based but can be codified procedures for transforming input data into a desired output
through a series of calculations. They are described as "a series of steps taken to solve a problem
or achieve a defined outcome."* Therefore, in analyzing the impact of algorithms on human rights,
attention should be focused on digital algorithms that affect the broader public, particularly
algorithmic decision-making systems with implications for human rights. Automation is one of
the core features of algorithmic decision-making. The ability of automated systems to replace
human judgment in an increasing number of areas is a defining characteristic of practical algorithm
deployment. A specific challenge of algorithmic processing of personal data is the generation of
new data. When a data subject provides a few discrete pieces of information, it is often possible to
combine them and generate second- or even third-generation data about the individual. This means

that two innocuous pieces of information, when analyzed alongside a much larger dataset, can be

30 Ahmed, A., Ethical Concerns of DNA Databases used for Crime Control, 7th Annual Health Law Year in P/Review,
Genetics, Health Law Policy, 2019, available at: https://blog.petrieflom.law.harvard.edu/2019/01/14/ethical-concerns-
of-dna-databases-used-for-crime-control/

5! From the Explanatory Memorandum to the Report on Artificial Intelligence in Criminal Law and its application by
the police and judicial authorities in criminal matters, A9-0232/2021, 13 July 2021.

52 Pili¢, M., Sigurnost sustava umjetne inteligencije u medunarodnom pomorskom prometu, Sveuéiliste u Zadru i
Libertas medunarodno sveuciliste, Zadar, 2022, pp. 163., note 653-654.



"amplified" and turned into completely new insights—insights that may be unpredictable and even

unknown to the data subject.

Al-powered algorithms may surpass human capability in interpreting complex datasets. However,
their strength and complexity can also lead to erroneous, unethical, or even discriminatory
conclusions when applied to data concerning human health. Without careful consideration of the
methods and biases embedded in a trained Al system, the practical utility of these systems—

especially in clinical diagnostics—remains limited.>*

The use of profile data for various purposes through algorithmic processing raises serious
concerns because such data often lose their original context. This repurposing of data can
significantly impact an individual’s autonomy and self-representation. Search engines and data
aggregators contribute to this problem by facilitating the collection of personal information. The
use of profile data—including those generated by search algorithms—directly affects the right to
individual autonomy. Often, individuals are unaware that they are being profiled and that their data
are being used beyond their original context. This diminishes the anonymity of data and makes
personal information more easily discoverable. Additionally, algorithm-generated results may be
incomplete, inaccurate, or outdated, potentially portraying individuals unfairly and leading to

harmful consequences. Such profiling can be especially detrimental to children and their future.>

In response to the need to protect personal genetic and biological data, the concept of cyber-
biosecurity emerged in 2018. It is defined as an interdisciplinary blend of cybersecurity, biosafety,
and cyber-physical security. The aim of defining this new field is to understand vulnerabilities at
the intersection of multiple disciplines, biomedical systems, and bioinformatics tools, and to
develop strategies to mitigate risks and protect sensitive personal data from threats targeting
individuals or organizations. In recent years, there has been a noticeable increase in cyberattacks

targeting biological systems—including incidents in Croatia, such as cyberattacks on the

53 Ibid, pp. 168.
54 Dias, R., Torkamani, A., Artificial intelligence in clinical and genomic diagnostics, Genome Medicine, 2019, 11:70,

pp- 8.
3 Loc.cit.



University Hospital Centre (KBC) in Zagreb® and the Split Airport.’” Ransomware attacks are
one example of such breaches, prompting researchers to focus on developing methods for securing

and safeguarding medical records, DNA, and genomic data.>®

IV. Minimal Standards for the Protection of the Right to Privacy and Personal Data in the
Application of DNA Analysis at the EU Level

A particularly important issue in the use of DNA analysis in criminal proceedings concerns
cross-border cooperation among EU member states and the challenges that arise in terms of human
rights—especially the right to respect for private and family life and the protection of personal
data. In examining the minimum standards for the mutual admissibility of forensic evidence at the
EU level, legal instruments that are not specific to forensics but provide a general legal framework
have been used, such as Directive 2012/13/EU of the European Parliament and of the Council of
22 May 2012 on the right to information in criminal proceedings®®, and Council Decision
2008/615/JHA of 23 June 2008 on stepping up cross-border cooperation, particularly in combating

terrorism and cross-border crime (hereinafter: the Priim Decision).*°

To this end, a study was conducted in 2019 at Ghent University on the common minimum
EU standards for the admissibility of forensic evidence in criminal matters. The goal of the study
was to examine the feasibility of developing minimum standards for investigative actions to
achieve mutual admissibility of evidence. The focus was on three specific types of forensic and
criminal justice investigative actions: DNA analysis, fingerprinting, and electronic evidence. In
developing minimum standards at the EU level regarding the application of molecular genetic

analysis in criminal proceedings, it has been noted that several specific forensic standards are

56 https://www.vecernji.hr/vijesti/kiberneticki-napad-na-kbc-zagreb-situacija-nece-ugroziti-bolesnike-1780447
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already in place, which require special procedures for the protection of fundamental rights. During
the collection phase®!, core principles come into play that may affect the mutual admissibility of
evidence—namely, the right to privacy and the right to information, both of which may vary across
jurisdictions. For example, elements such as: limiting DNA profiling to non-coding segments of
DNA®2 and ensuring that the identity of the data subject is not disclosed to the expert creating the
DNA profile (confirmed by the ECtHR in Peruzzo v. Germany)®. These elements are essential for
protecting the right to privacy and shielding individuals from abuse and arbitrariness, and they
should therefore be included in the list of minimum standards.5* It is necessary to define: who has
the authority to collect samples, for what purposes samples may be collected, and special attention
must be given to vulnerable groups, such as children, ethnic minorities and individuals with
disabilities or mental illnesses. Children should not be treated as suspects unless they have reached
the age of criminal responsibility. However, in the case of children who have committed a criminal
offense, specific provisions are needed regarding: when they are considered capable of giving
informed consent for DNA collection, when samples may be taken without consent and whether
the presence of a responsible adult is required during sample collection. Similar considerations
apply to individuals who are not capable of providing fully informed consent for reasons other

than age, such as mental illness or intellectual disability.%

In the storage phase, it has been observed that the right to privacy does not always require
highly detailed standards across all three forensic disciplines. For identified DNA profiles, the
right to privacy implies that profiles of suspects may be retained only for the period established by
law, following a final court decision. Although the ECtHR has emphasized the special position of

minors®®, this does not necessarily mean that minimum standards must include different retention

6l See three models of debates on DNA analysis in the investigative phase: Oosthuizen, T., Howes, L.M., The
development of forensic DNA analysis: New debates on the issue of fundamental human rights, Forensic Science
International: Genetics 56, 2022, pp. 1-10.

62 With a view to the exchange of DNA analysis results between Member States, the latter are invited to set up these
databases in accordance with the same standards and in a compatible manner. The possibility of exchange is limited
to the exchange of data from the non-coding part of the DNA molecule, which can be assumed not to contain
information on certain hereditary characteristics. Art. I. 2. of the Council Resolution of 9 June 1997 on the exchange
of DNA analysis results (97/C 193/02)

83 Case Antonio Peruzzo v. Germany and Uwe Martnes v. Germany, paragraphs 45-47.

6 Depauw, S., In search of a free movement of forensic evidence: Towards minimum standards to determine evidence
admissibility?, Journal of Forensic and Legal Medicine 74 102021, 2020, pp. 2-3.

85 Forensic Genetics Policy Initiative, Establishing best practice for forensic DNA databases, 2017, pp. 18.

% As in the case of W. v. the Netherlands, No. 20689/08 of 20 January 2009, pp. 9.



periods for minors, even though some member states—such as the Netherlands®’, England, and
Wales—prescribe differentiated periods. To safeguard the right to privacy and personal data
protection, data subjects should always have the opportunity to challenge the necessity of
continued data retention. Additionally, forensic DNA profiles should be based exclusively on non-
coding DNA that does not reveal information about an individual’s health or physical traits (aside

from gender).®

In the retention phase, it is recognized that differences among member states regarding the
duration of biological sample retention hinder the development of unified minimum standards. The
lack of European-level guidelines leads to divergent national approaches, leaving states to regulate
retention periods independently—either by setting statutory deadlines or linking retention to a final
judicial decision and a predefined time frame. To meet the minimum standard while safeguarding
the right to privacy, it is considered best to limit the retention period of DNA samples to a specific

duration after the DNA profile is created and communicated to the data subject.®

Regarding forensic DNA databases, these often include, for example, databases of missing
persons alongside databases of suspects or convicted individuals. Therefore, such data should be
stored separately from DNA databases containing information about criminal offenders.” It is
essential to clearly define: who has access to DNA databases, under what conditions and for what
purposes. In addition, data accuracy must be ensured through regular checks and updates, and data

security must be guaranteed through advanced technological solutions and strict access controls.”!

67 See Article 18 of the Regulation on DNA Testing in Criminal Cases (Besluit DNA-onderzoek in strafzaken)

% Forensic Genetics Policy Initiative, op.cit., pp. 24.

% Depauw, S., op.cit., pp. 5.

0 The United Arab Emirates (UAE) has been criticized for being the only country with a public policy of including
the entire population in a DNA database. Wallace, H.M., Jackson, A.R., Gruber, J., Thibedeau, A.D., Forensic DNA
databases—Ethical and legal standards: A global review, Egyptian Journal of Forensic Sciences, 2014, p. 60.
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V. Measures Taken to Protect the Right to Privacy and Personal Data in Molecular Genetic

Analysis

In the context of using molecular genetic analysis as evidence in criminal proceedings, the
issue of harmonizing and protecting the forensic use of DNA—both for the purpose of justice and
for the safeguarding of human rights—becomes increasingly important, as these are two mutually
dependent societal interests. It is undeniable that the use of this type of evidence, including the
storage and retention of genetic data, falls within the scope of the Convention right to privacy.
Some authors even advocate for individuals to have ownership rights over their genetic material,
where the collection, processing, and storage of such material would require their explicit consent,
and any violation would be treated as an offense.”? On the other hand, there is a need and effort to
establish as many DNA databases as possible and to collect as many samples as possible in order
to quickly and effectively identify perpetrators, victims, or other persons of interest. One initiative
that aims to directly influence the human rights standards applied to DNA databases around the
world is the Forensic Genetics Policy Initiative, created through cooperation between GeneWatch
UK, Privacy International, and the Council for Responsible Genetics. The goal of this initiative is
to build the capacity of civil society globally to engage in policy-making processes related to the
development of national and international DNA databases and the cross-border exchange of
forensic information, while ensuring the protection of human rights through the establishment of
international standards for DNA databases.”> The issue of protecting the right to privacy and
personal data becomes especially relevant in the context of cross-border data exchange involving
biological samples from perpetrators, aimed at combating serious forms of crime. At the EU level,
the automatic exchange and comparison of DNA data between national databases for the purpose
of combating terrorism and cross-border crime has been made possible through the Priim Decision,
which enables the automated exchange of non-coding parts of DNA.”* However, the possibility
still remains for the exchange of personal data linked to individuals believed to be perpetrators of
criminal acts.”> Although the Priim Decision has brought numerous benefits for the development

and use of DNA evidence in criminal proceedings, the European Parliament, in its report,

2 Coodly, L.R., DNA and Its Privacy, Master's thesis, Harvard Extension School, 2019, pp. 5.
3 Gruber, J., op. cit.
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emphasizes the continued need for high standards in the exchange of forensic DNA data due to

potential risks to privacy and data protection.’®

At this point, it is also important to mention the European Network of Forensic Science
Institutes (ENFSI)”7, a network of over seventy forensic institutions from European countries. Its
goal is to ensure the quality and advancement of forensic science both in Europe and globally. In
this context, Vision 2030 was developed to improve forensic science with a focus on: developing
secure procedures for the use and exchange of biometric data, using artificial intelligence in
forensic processes, integrating advanced technologies and digital methods’® at crime scenes, and

more.”’
V1. Conclusion

The right to privacy and the right to the protection of personal data are inseparable
components of the Convention right to respect for private and family life under Article 8 of the
Convention. However, this right is frequently subject to violation within criminal proceedings,
either as a consequence of certain procedural actions or as a standalone issue. One of the primary
sources of potential infringement on this right is the use of molecular genetic analysis as evidence
in criminal cases. This is because such analysis involves highly sensitive personal data about
individuals, particularly when samples collected from crime scenes are stored and preserved in

DNA databases that may be susceptible to misuse.

Data obtained through molecular genetic analysis contain a wealth of information—not only about
the individual, but also about their diseases, predispositions, blood relatives, and more. For this
reason, they require special protection, especially within the context of criminal procedure. When

analyzing the limits of admissibility in the use of data from molecular genetic analysis, it becomes

76 European Parliament, Cross-border Exchange and Comprasion of Forensic DNA Dana in the Context of the Prum
Decision, 2018, available at:
https://www.europarl.europa.eu/RegData/etudes/STUD/2018/604971/IPOL_STU(2018)604971 EN.pdf

"7 Engl. European Forensic Science Area

8 On digital forensic evidence see: Klasen, L., Fock, N., Forchheimer, R., The Invisible Evidence: Digital Forensics
as Key to Solving Crimes in the Digital Age, Forensic Science International, 2024.

79 ENFSI, Vision of the European Forensic Science Area 2030, “Improving the Reliability and Validity of Forensic
Science and Fostering the Implementation of Emerging Technologies”, available at: https://enfsi.eu/wp-
content/uploads/2021/11/Vision-of-the-European-Forensic-Science-Area-2030.pdf



clear that greater attention is often given to the first of two interdependent societal interests—
namely, the need to exchange biological data for the purpose of criminal prosecution—over the
second, which is the protection of personal data and the individual's right to privacy. Although the
European Court of Human Rights has repeatedly affirmed the obligation to respect the Convention
right to privacy and the protection of personal data, today's technological advancements and the
expansive development of artificial intelligence place biological data under numerous new threats.
The minimum standards that could ensure the protection of these rights in the context of DNA
analysis include: restricting DNA profiling to non-coding segments of DNA, ensuring that the
identity of the data subject is not disclosed, special consideration for vulnerable groups and their
ability to provide informed consent for the collection of biological samples, harmonization of
retention periods for biological materials across EU member states, additional measures that
should be undertaken to protect these rights include: separating DNA databases (e.g., those of
missing persons from those of convicted offenders), obtaining informed consent from individuals
before collecting biological material, limiting access to DNA databases, and similar safeguards.
All of these steps require further action from both EU institutions and national authorities in order
to establish not only a normative but also a practical framework that protects the Convention right

to privacy and the right to the protection of personal data.
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Jou. I-p Maja uank®

COAP/KNHA HA ITPABOTO HA 3AIITUTA HA IPUBATHUOT U CEMEJHUOT
JAOM U ITPABOTO HA 3AIITUTA HA IMYHUTE IIOJATOLU ITPU KOPUCTEIBE
HA JTHK AHAJIM3A KAKO JOKA3 BO KPUBUYHATA ITIOCTAIIKA

Pesume

MornekynapHO-TeHEeTCKaTa aHaIu3a IPeTCTaByBa MHOT'Y CUTYPHO U €(pHKACHO CPEICTBO HA
JI0Ka3yBambe OuIejKi 0BO3MOXKYBa UICHTU(UKAIM]a HA CTOPUTEIINTE HA KPUBUYHU JIEIIa, KPTBUTE
u HUBHHUTE Onucku ponuunu. JJHK-ananuszara ce cocTon o HU3a MOBP3aHH MOCTANKH KaKO IITO
ce excTpakiuja u ananusa Ha JIHK, uyBame Ha nopatorure noduenu npeky JAHK ananu3za n HuBHa
noHataMmoInHa ynorpeba. Taa mpercraByBa BHJI Ha BEITaYeHE YKja OCHOBHA 1€ € OTKPUBAILE,
JIOKa)KyBambe U CIIpeuyBamhe Ha KPUBUYHU Jiefla, HO HEj3MHATa 3JI0yrnoTpeda Moe Ja J0Bese 110
OrpaHUYyBamke¢ WM IMOBPEAa Ha OCHOBHUTE YOBEKOBM IpaBa M C€JI000IM, a HAa KpajoT U 10
0cn000yBamk-e Ha HETIPABETHO OCYICHH JIULA.
Wnentudukanujara Ha auie Bp3 ocHosa Ha JIHK Bemtaueme ce cMeTa 3a HajeuKacHa TEXHUKA
3a WACHTU(HKAIMja Ha JHUIE, OJHOCHO OCOMHHMYEHH, BpP3 OCHOBA Ha OMOIOLIKM MaTrepuja
OCTaBEH Ha MECTOTO Ha KPUBUYHOTO JIEJI0 M € HE3aMEHJIMBA BO PELIABAE U JJOKAXKYBAHE Ha TOJIEM
6poj kpuBuuHu aena. Gopensnukara [JHK texnonoruja ce kopuctu 3a ananu3za Ha JJHK npodunm
Kou 0O6uyHO notekHyBaar o yoBeuku JJHK npumeponu. OBue npumeponu Moxe 1a ce codepar
O/ MECTOTO Ha HACTAHOT WJIM OJ] TeJlaTa Ha OCOMHUYEHUTE WK kpTBUTe, a JJTHK npodunure noroa
ce crmopenyBaar co Beke ckiaaupanu npoduau Bo JHK 06azara Ha momatomm co wmen
uACHTU(HUKAIM]a HA COBIArama.
Cenak, nomarorute ox /JIHK anammzata mpeTcraByBaaT TI'€HETCKH IOAATOLM KOHM, COIVIACHO
Perynarusara (EY) 2016/679 na EBponckuot napnament u Ha Cosetot ox 27 anpui 2016 ronuna
3a 3aITUTa HA (PU3MYKHUTE JIMIIAa BO OIHOC Ha 00paboTKaTa Ha JTMYHUTE MOJATOLHM U 33 CJI000IHO
JBIDKEH-€ Ha TaKBUTE MOAATOLM, M CO Koja ce ykuHyBa [lupextuBara 95/46/E3, cmaraar BoO
KaTeropujara Ha JMYHH MOAATOLHM ITOBP3aHHU CO 3/IPaBjeTO Ha JIMLETO U KaKO TAaKBU € 3a0paHeTo Ja

ce 00paboTyBaaT OCBEH BO Cllyyau NpeBUaeHU co Perynarusara.

8 MloueHT YHMB Haep3nUTETCKMOT oaae 3a GOPEH3NUKN HayKu, YHUBep3uTeT Bo Cnnut; JoueHT Ha MpaBHMOT
dakynTteT, YHMBep3uTeT Bo MocTap. KoHTakT: maja.pilic@forenzika.unist.hr.




JomonuutenHo, cobupametro Ha mnomartouu on JHK mnpumeporm 06e3 commacHOCT of
OCOMHMYEHHOT WJIHM JIPYTO JIMIE NPETCTaByBa MOBpeaa Ha MPaBOTO HA (PU3UYKU UHTETPUTET, a
HUBHOTO 33/Ip’KyBaib€ U UyBambhEe IPETCTaByBa IMOBPE/IA HA IPABOTO HA IOYUTYBAE Ha IPUBATHHOT
U CEMEJHHOT JKUBOT cornacHo wieH § on (EBponckara) KoHBeHIMja 3a 3alITHUTa Ha YOBEKOBHUTE
IpaBa ¥ OCHOBHHUTE CI000/H.

On npyra cTpaHa, IMajKH ja MpeaBu ¢ OrojeMara 3acTaneHoCT Ha BelITauKaTa MHTEIUTeHIIN]ja
BO CHTE€ OMNILUTECTBEHU c(epH, BKIYUUTEIHO M BO 00JacTa Ha KPUBUYHOTO IPaBO M IpaBiaara,
HEj3UHaTa CIIOCOOHOCT 3a KOPUCTEH-E MOJATOLM M AJITOPUTMHU MOXKE Ja MPETCTaByBa OJpEIcH
pH3HK 32 reHerckara unpopmanuja coapxana so JJHK npumepouute. HeoBnacten mpucran uiu
snoynorpeda Ha JIHK npumeponu Moke Aa ro 3arpo3u mpaBoToO Ha MPUBATHOCT HA MOEIUHEIIOT,
[IOpaJiv UITO € HEOXOJHO BOCIIOCTAaBYBakh€ HOPMAaTUBHU M 0e30eTHOCHN MEPKH 3a Jia ce 00e30eau
KOPHCTEHE Ha TAKBUTE FCHETCKHU TOIATOIM CaMO 32 KOHKPETHHU 1eJIM ¥ HUBHO 0€30€1HO uyBambe.
Bo 0BOj Tpyn, aBTOPOT ce CTpeMH Jia T YTBPAU TPAHULIUTE Ha JO3BOJIEHOCTA M COAPIKUHATA Ha
mpaBaTa IITO ce 3acerHatu co kopuctewero Ha JIHK amammsara kako 1okas, a 0coOEHO
KOHBEHIIMCKOTO MPAaBO Ha 3aIUTUTa HAa IPUBATHUOT U CEMEJHUOT KUBOT M 3aILUTUTATA HA JTUUYHUTE
NoAaToLy JOOUEHH O IPUMEPOIH Ha Ouonomky Matepujai. Llenra e na ce ananusupa Kako jia ce
00e30eau 3amTuTa npu ¢opensuukara ynorpeda Ha JJHK Bo mHTEpec Ha crpoBemyBame Ha

paBJaTa U 3alliITUTA HAa YOBCKOBUTC IIpaBa KaKO ABa MefySaBHCHH ONIITCCTBCHU UHTCPCCH.

Kiyunn 300poBH: MOJIEKY/IapHO-T€HETCKA aHaIM3a, IPaBO Ha 3alUTUTAa HA IIPUBATEH U CEMEEH

JKHUBOT, ITCHCTCKHU I104AaTOLIH, 3allITUTA Ha JIMYHU IIOAAaTOLH, BCIIITA4YKa UHTCIIUT GHL[I/Ija.



